This is a collection of information about AIX OS impacted from DST changes.

TWS will be impacted (in both case of TZ yes or no) 

if running in the following AIX condition:

AIX 5.3 TL7 SP0 & SP1 (bos.rte.libc 5.3.7.0 & 5.3.7.1) 

AIX 5.3 TL8 SP0 & SP1 (bos.rte.libc 5.3.8.0 & 5.3.8.1) 

AIX 6.1 TL0 SP0 & SP1 (bos.rte.libc 6.1.0.0 & 6.1.0.1) 

AIX 6.1 TL1 SP0 (bos.rte.libc 6.1.1.0) 

Please Note: Executing the command lslpp -l bos.rte.libc will return the current level of libc you have installed.

If you or your clients have servers running these levels of AIX, this document applies to you, and we recommend that you contact AIX support with questions specific to your environment. Contacts by country are available at the Software Support Handbook. 

1.
What is the DST Issue? 

The DST issue was introduced in AIX 5.3 TL07 & TL08, AIX 6.1 TL00 & TL01. 

If the customer is at AIX 6.1 or 5.3 and is complaining about ANY APPLICATION being off by an hour with respect to the system time, they may be experiencing the effects of this APAR. 

Specifically, SAP customers may see ZDATE_LARGE_TIME_DIFF errors. 

If the customer is seeing issues similar to this, verify that the customer does not have one of these HIPER APARs IZ09600, IZ22211, IZ22212 and IZ22292 installed and then direct them to the fix pack information 

2.
How do I check to see if I have the required fixes on my systems? (see question #6 for list) 

emgr -l will show a summary of ifixes or instfix -k will list APARs 

3.
What is the tzset() function and what applications are impacted? 

The tzset function processes the TZ environment variable and looks up data based on the value it finds. 

The AIX library along with user programs can invoke the tzset function which includes localtime, getdate, mktime, and gettimeofday. Consequently, a program or function invoking any of these API's would exercise this code. 

4.
What specific AIX levels have been impacted? 

If they're running 5300-07 or 5300-08, we recommend applying the Service Pack for the Technology Level they're running, but if they're unable to do that, the single APAR may be applied (along with any requisite filesets). 

The fix is included in 6100-00-02, 6100-01, 5300-08-02 and 5300-07-02. If your customer is already running these levels, they have the fix. 

5.
What timezones have been affected thus far? 

This issue has been observed in multiple timezones, primarily European timezones, it is our recommendation that all exposed clients apply the appropriate HIPER fix to eliminate their chances for exposure. 

6.
What are corrective actions - fileset level fixes & APARs? 

AIX 6.1 

Package Level shipped APAR/Filesets 

6100 TL0 6100-00 IZ09600 

bos.rte.libc 6.1.0.2 

6100 TL1 6100-01 IZ22211 

bos.rte.libc 6.1.1.1 

AIX 5.3 

Package Level shipped APAR/Filesets 

5300 TL8 SP2 5300-08-02-0822 IZ22212 

bos.rte.libc 5.3.8.2 

Package Level shipped APAR/Filesets 

5300 TL7 SP2 5300-07-02-0806 IZ11729 

bos.rte.libc 5.3.7.2

The fix pack information page conveniently links to all currently shipping fix packs containing these APARs. If the customer needs further technical information regarding the root cause of the problem, the following information can be given to them if they ask for it. 

7.
What is an APAR and a HIPER fix? 

A HIPER (High Impact Pervasive) APAR (Authorized Program Analysis Report) describes a serious problem and may be one that has a wide spread impact. These APARs should be reviewed and if applicable, the PTF (program temporary fix) should be installed as soon as possible. 

8.
Who should apply to the systems? Is it mandatory? 

Due to the effects upon the timezone related APIs and the resulting system time to local time translation inconsistencies switching to and from Daylight Savings Time, it is highly recommended that all customers apply the APAR specific to their AIX Release and Technology Level (see above affected levels). 

9.
How long will it take to apply the fix? 

The application of the fixing APAR itself is short, but affects the fileset containing libc.a. Ensuring consistent time translation is paramount. Restarting all critical applications to reference the libc.a fix is necessary. Accordingly, a system restart is the safest, most complete method of ensuring all applications utilize the fixed libc.a. 

10.
Do I have to reboot my server to activate the fix? 

None of the filesets that are delivered by the fix will require a bosboot to run, so a reboot is not technically required, however, any processes that are already running when the update is applied will still be using the old libraries. Therefore, to ensure consistent time translation restarting all critical applications to reference the libc.a fix is necessary. Accordingly, a system restart is the safest, most complete method of ensuring all applications utilize the fixed libc.a. 

11.
My Timezone does not observe Daylight Saving Time at all. Am I at risk for this? 

No. 

12.
Why is this fix being recommended universally to all customers in all time zones? 

The Timezone setting on any given system is not necessarily universal. For example, a system physically located in one time zone might have users who log in from multiple time zones around the world, and each user might be setting their own TZ variable to their own location (in their own user profile, for example). Because of this, you might see situations in which one user might see a DST issue on a system while another user on the same system doesn't see the issue. 

13.
There seem to be mixed messages about what level of 5.3 TL7 do or do not have the fix. How can I tell for certain? 

Look at your bos.rte.libc fileset level. If you are at 5.3.7.0 or 5.3.7.1, then the exposure is there. If you are at 5.3.7.2 or higher, you are not exposed. You can see the level by looking at the output of "lslpp -l bos.rte.libc". 

14.
Is this a different problem than what was seen at the beginning of DST observance in spring 2008? 

No, this is the exact same issue. The reason it is being discussed again is that some clients never applied the fix that has been available since before the spring 2008 time change. If your system configuration has not changed since spring 2008 and you did not experience the problem then, your risk of seeing it now is very low. We are simply recommending the fix to all customers because with the fix installed, even the small risk is removed. 

15.
It would be a huge undertaking for me to install this fix. How can I tell if I am really at risk? 

Consider whether your environment is time-sensitive; that is, if you are not running applications that are timestamp sensitive, it may not be an issue that you care about in the first place. Second, to encounter the issue, a couple factors need to be in place. Note that one application on the system might see the issue while another does not, even on the same system. To see the issue, an application must directly call the tzset() library API, followed later by a call to localtime() or ctime(). Of course, you may not know whether the application does this if it is a 3rd-party app. Most commonly, we know SAP has this characteristic. 

Now, perhaps most importantly: The bug is only triggered when the rules for DST are specified within the TZ environment variable. If you check your TZ variable and it does not specify the start and stop of DST, then you should not see the issue. I will illustrate with an example using the USA eastern timezone. If your TZ variable looks like this: 

$ echo $TZ

EST5EDT

Then you will not go down the code path that produces the issue. If your TZ variable looks like this (or similar): 

$ echo $TZ

EST5EDT,M3.2.0,M11.1.0

Then you can be at risk. 

These "M3.2.0,M11.1.0" numbers are the key. These tell the system to override the default DST rules. The default rules are the USA defaults, so most USA systems don't bother because they will observe the timezone changes correctly. If your TZ variable overrides the defaults by adding this construct to the TZ variable, then you may see the issue. If you do not, then you will not. 

Putting it another way - Does your TZvariable contain a comma followed by an uppercase M, anywhere withinthe value? If not, you are not at risk. If so, you are at risk. (Your default TZ variable should be found in the /etc/environment file,although each user on the system can override it with their own if, for example, they are working from another location). 

Please Note: The safest thing to do is to have the fix installed. If that is not an option, you may consider the questions above to evaluate your specific level of risk if you choose not to install the fix. 

